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SeMiFOT Conditions affecting
data handling and sharing procedures

- Y.
Four main conditions 24 gﬂ%
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1. Joint analysis jﬂﬁ\‘g( )
— Combine all data SR AQ

— Use competences from all partners
2. 13 partners including 4 OEMS
3. Vehicle internal data — CAN data

4. Driver behaviour — video and eye trackers
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Challenges

- Data categories
— Open, OEM-shared, etc
« CAN data - proprietary data issues (e.g. OEM/supplier concerns)
» Reverse engineering of new/unique systems (active safety systems)

* Public exposure of faults with systems
« Existing 3rd party agreements (e.g. suppliers) may prohibit sharing data

 Data ownership

« Utilization rights

— During and after project for which purposes for which partners (e.g.
handling 3rd parties)

— Who has disclosure rights, what approval process for new projects?
 Legal and Liability issues
- Ethical and Privacy issues — youtube anonymous
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Data Security — Main Threats |dentified

1. Personal data (mainly video data) becomes public, through for
example publishing on internet.

2. Loss of - or manipulation of data
3. Confidential information becomes available for competitors

4. Legal violations by video recording at places where recording is
prohibit

5. The research data will not get adequate secrecy protection —
physical workspace requirements, isolated computers are difficult,
database administration, etc
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SeMiFOT Access and Ownership Scheme

. Questionnaires- and interview
data

* Video

. GPS Open access to all project partners

Owned by all project partners

* Mounted sensors (eyetracker, Located at SAFER
lanetracker, headway, etc)

« CAN-data

— Open CAN
e.g. speed, steering angle, accelerometers,
yaw, pedal use, blinkers, wipers, temps, etc /

— Closed CAN but shared for specific? Access by sub-sets of partners
purposes between OEMs and > Owned by the respective OEMs
institutes ) Located at SAFER (controlled access)

} Access limited to OEM

— OEM-specific CAN Ownediby OEN

P Located at OEM
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Data handling — top priority
Privacy and propriatary data

« Ethical approval
— Process to view all aspects
— Not needed in Sweden

* Consent form
— Use in publications
— Reuse of data in new projects

« Data deleted upon request from driver before pickup

* Physical data access
— Data only accessed and analyzed at SAFER and OEMS
— Access from isolated computers in locked rooms
— Tutorial on data security before access to data

 New projects access to data
— Procedure for approval
— SAFER and concerned OEM to approve
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Exception handling — Unforseen use of data from
SeMiFOT dB

No

el -Driver consent
Specific Consen:[? form
use case OK?
l Yes
Consortium | NoO -Third party approved by
Agreement — OEM and Chalmers
OK? -Common analysis at
SAFER
l Yes
Chal No -Inform on new data types
OKaPrTl]JeLr’? — Analysis at SAFER
l Yesi Main rule:
Examples of specific cases: L Analysis at SAFER and OEM
1. Events-prevented analysis | [[iSpecific case=>> NO promises
at UMTRI Project Board [——
: : OK?
2. Map data attribute extraction l Data used elsewhere only
H Yes in selected specific cases
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Summary

* Unique consortium agreement r
— Joint analysis
— 13 partners including 4 OEMs o
— vehicle internal data Agreement
— integrity issues of the drivers

SeMIEOT

« Data handling procedures from pick-up to analysis and
physical access
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Lessons learned — data handling and sharing

« Data sharing agreement
— acquires time for understanding different aspects
— made early in the project
— be specific when discussion CAN data

* Analysis set-up made early to agree on data sharing
principles in time

» Develope procedure for exceptions

* Procedure for informing new people about data security
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